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https://blog.google/technology/safety-security/why-were-committing-10-billion-to-advance-cybersecurity/
https://bughunters.google.com/about
https://github.com/google/tsunami-security-scanner/blob/master/docs/index.md
https://github.com/google?q=security
https://github.com/google?q=security
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https://support.google.com/a/answer/12676216?hl=en
https://workspace.google.com/contact/?source=gafb-security-hero-en
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Intrusion), i, (CSRB, 2024).

Ibid., iv

CISA, ED 24-02: Microsoft J/ e Mt KIS A[AEI0 CHSt =01 N2 S2AH0| FeHst SISt 2/ 8 25t (Mitigating the Significant Risk
from Nation-State Compromise of Microsoft Corporate Email System), (CISA, 2024).

CSRB, 2023 ({ & Microsoft Exchange Online & 21 0] U §t 2 & (Review of the Summer 2023 Microsoft Exchange Online
Intrusion), 20H| 0| X, (CSRB, 2024)

Ibid., iii
Ibid., iii
Ibid., iii
Ibid., 18
Ibid., ii

CISA, ED 24-02

Microsoft 20t (& 4lE (Microsoft Security Response Center), 2It2| 2= gt= S ?[ A Midnight Blizzard2 S22 0| [ E
Microsoft 2= X 0fl Ci st & 0l 0] E (Update on Microsoft Actions Following Attack by Nation State Actor Midnight Blizzard),
(Microsoft, 2024 ).

CSRB, 2023 ({ £ Microsoft Exchange Online 2 21 0| (it A & (Review of the Summer 2023 Microsoft Exchange Online
Intrusion), iiilH| O| X|, (CSRB, 2024 )
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Ibid., 5
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https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/news-events/directives/ed-24-02-mitigating-significant-risk-nation-state-compromise-microsoft-corporate-email-system
https://www.cisa.gov/news-events/directives/ed-24-02-mitigating-significant-risk-nation-state-compromise-microsoft-corporate-email-system
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/news-events/directives/ed-24-02-mitigating-significant-risk-nation-state-compromise-microsoft-corporate-email-system
https://msrc.microsoft.com/blog/2024/03/update-on-microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://msrc.microsoft.com/blog/2024/03/update-on-microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cfr.org/cyber-operations/operation-aurora
https://blog.google/outreach-initiatives/public-policy/transparency-in-the-shadowy-world-of-cyberattacks/
https://sre.google/books/building-secure-reliable-systems/
https://sre.google/books/building-secure-reliable-systems/
https://storage.googleapis.com/gweb-research2023-media/pubtools/pdf/6f28d2ea12b39c0f7b7c220b8fcc0f89db91e5a9.pdf
https://research.google/pubs/developer-ecosystems-for-software-safety/

